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Abstract of the contribution: This contribution updates the call flow for secondary authorization/authentication to decouple the message exchange between SMF and DN-AAA from N4 session setup, and to align with how it works for CUPS.

Introduction

The call flow for Secondary authorization/authentication assumes that all signalling exchange for authentication/authorization is taking place between the pair of N4 session establishment Request and Response messages. This seems to assume that the authentication is actually part of the N4 session setup procedure as such, making this non-transparent to the UPF. Instead it should be assumed that the N4 session is established first and then UP packets are carried transparently between SMF and the DN-AAA via the UPF, in a similar manner as any N4 session is established to carry UP packets for a UE. This N4 session may or may not be related to any N4 session for a PDU Session, and could be used only for carrying payload between SMF and DN for authentication/authorizing related signalling. This would also align with the solution defined for CUPS. 

(2a) The DN may want to know the association between a PUI and the IP @ allocated to this PUI

This is in case where it is not the DN itself that allocates the IP @.

There are following solutions:

1. Allocate UE IP @ before the authorization from the DN
Advantage: minimizing the interactions with DN-AAA

Drawback: it means allocating resources (IP @) risking to have to release when authorization is not granted

2. send an update to DN AAA at the end of the PDU session establishment 
altenative 2 is proposed

Proposal

It is proposed to update TS 23.502 as follows

**** First Change ****

4.3.2.3
Secondary authorization/authentication by an DN-AAA server during the PDU Session establishment 

The PDU Session establishment authentication/authorization is optionally triggered by the SMF during a PDU Session establishment and performed transparently via the UPF.
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization
NOTE 1:
Steps 2, 3a, 3h and 4 are not defined in this specification. Steps 3 may be repeated depending on the mechanism used.

1.
If there is no existing N4 session that can be used carrying DN-related messages between SMF and the DN, the SMF the SMF selects a UPF and triggers N4 session establishment. 
 2. 
The SMF provides the SM PDU DN Request Container to the DN-AAA via the UPF. The UPF transparently relays the message received from the SMF to the DN-AAA server. The SMF identifies the DN-AAA server based on the SM PDU DN Request Container provided by the UE and local configuration. 
NOTE:
The content of the SM PDU DN Response Container is defined in TS 33.501 [15].

3a.
The DN-AAA server sends a Authentication/Authorization message towards the SMF. The message is carried via the UPF 
3b.
The SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the N1 SM information towards the UE. 

3c:
The AMF sends the N1 NAS message to the UE

3d-3e.
When the UE responds to the N1 NAS message, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation. The SMF issues a Nsmf_PDUSession_UpdateSMContext response
3f:
The SMF sends the authentication message to the DN-AAA server via the UPF. 
Step 3 may be repeated until the DN-AAA server confirms the successful authentication/authorization of the PDU Session
4.
The DN-AAA server confirms the successful authentication/authorization of the PDU Session. The DN-AAA server may provide 
-
a SM PDU DN Response Container to the SMF to indicate successful authentication/authorization
-
authorization information as defined in TS 23.501 clause 5.6.6 
-
 a request to get notified with the IP address(es) allocated to the UE.



The PDU session establishment continues and completes 
X.
If requested so in step 4 or if configured so by local policies, the SMF notifies the DN-AAA with the IP address allocated to the UE
The PDU session gets released as described in clause 4.3.4
Y.
If configured so by local policies, the SMF notifies the DN-AAA when the PDU session gets released.
**** End of Changes ****
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6. Nsmf_PDUSession_UpdateSMContext Response







5. N4 Session Establishment Response







1. N4 Session Establishment Request







3h. Authentication/Authorization Response







3a. Authentication/Authorization Request







4. Authentication/Authorization Response







3e. NAS SM Transport (Authentication Message)







3d. NAS SM Transport (Authentication Message)







3g. N4 Transport (Authentication Message)







2. Authentication/Authorization Request







DN







SMF







UPF







UE







(R)AN







AMF







3b. N4 Transport (Authentication Message)







 







 







 







 







 







 







 







3c. Namf_Communication_N1N2MessageTransfer











3f. Nsmf_PDUSession_UpdateSMContext (N1 SM message)
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Y.  notification of PDU session release







PDU session release per clause 4.3.4







X.  notification of IP Address allocation







Continuation of PDU session establishment per Figure 4.3.2.2.1-1 up to completion of PDU session establishment







4. Authentication/Authorization Response







3f. Authentication/Authorization Response







3e. Nsmf_PDUSession_UpdateSMContext (N1 SM message)







3d. NAS SM Transport (Authentication Message)







3c. NAS SM Transport (Authentication Message)







3b. Namf_Communication_N1N2MessageTransfer











3a. Authentication/Authorization Request







2. Authentication/Authorization Request







1. N4 Session Establishment 
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